
My TOP 10 
Software 

Vulnerability

Failure to protect 
sensitive data

Missing or broken 
authentication

Directory traversal

Cross-site scripting

Issues with web 
services and APIs

Missing or broken 
authorization (access 
control)

SQL injection

Issues with libraries, 
components, and 
dependencies

Buffer overflow

Issues with logging 
(too little / too much)
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